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Schibsted tech in numbers

1 000+ Developers spread across 150+ teams

10 000+ Git repositories

e "All" programming languages in use
e 500+ Cloud accounts (AWS + GCP)
e 100+ Kubernetes clusters

e 51879 Domains and subdomains

+ ~ curl -s -H "authorization: custom $(cat ~/.appinv-secrets/application-inventory-api-token-pro)" https://security.schibsted.io/api/v1l/domains | jq -r | wc -1

51879
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Open Findings v 31/05/2022 Today  7Daysago  15Daysage
1 Month ago 3 Months ago

6 Months ago 1Year ago

2 Years ago
| Showing all findings that are still OPEN until the selected date

XK issue @potential Elcompliance @informational aws cis discovery dns http nessus web zap

@& Overview i‘(‘ Issues = Assets

Top 10 Most Relevant Issues
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# AWS Amazon S3 Bucket Permissions = s [ Medium |
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CYBER
SECURITY 2020 2021 2022
ROADMAP

Program
stream

Infrastructure
stream

:‘tl:le’:;a““ Inventory + Secure by default + Application Security + Cloud Security + Threat modelling + Training

Operations
stream

Change
stream
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Guiding Principles
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Guidi . . .
Principles & Creating a security culture across Schibsted

There is no technical silver bullet for product security

Teams need to be aware of the risks, then get empowered to improve
security through training and tools.



Guiding

Principles Usability is more important than security éﬂ,

GitHub @

Integrate security with the Appropriate level of
team’s current workflow requirements and
alerts

Be non-intrusive



prncimes & Get high adoption through easy to use tools

Easy to operate / non-intrusive Hard to operate / intrusive

Hammer (Public Domain): https://en.wikipedia.ora/wiki/Hammer#/media/File:Claw-hammer.jpa
Nasa image (CC): https://www.flickr.com/photos/nasa2explore/9807793664


https://en.wikipedia.org/wiki/Hammer#/media/File:Claw-hammer.jpg

Pcr;ilrjlig::::gs p Why we prefer the Golden Path: provide a base
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Product teams will
be provided a
base to build upon

Fornebubanen:

- OsloAp

Hyundai and Kia base:



https://topgear.com.my/news/hyundai-and-kias-new-electric-car-base-will-go-up-to-600bhp

Security in the SDLC (Software Development Life Cycle)




Shared k8s: Shared responsibility model

Product Teams

Cloud (AWS)

Product Teams

Central infra + Security

Cloud (AWS)
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Golden path security improvements >

AWS Kubernetes (AWS EKS) hardening

AWS Bottlerocket as host OS: Security & k8s focused OS

Audit capability for Schibsted’s Security team

GuardDuty for EKS Protection

Run auditing tool Kubescape periodically to detect security issues
Limit network access by deploying Cilium (network isolation,
prevent spoofing, ++)

IP allow listing by default

WAF and DDoS protection preconfigured with a on/off toggle



What we bought of security capabilities



Dynamic Application Security Testing (DAST) $

detectify
RAPIDY) | insightAppSec B SUITE

i#:Probely  netsparker



Detectify $

Good UX

Low false positives

Quality findings

Crowdsourcing model

o Quick to add checks e.g. Log4Shell and Spring4Shell

detectify



AWS GuardDuty

Easy to roll out centrally to 400+ AWS accounts
|dentifies basic misconfigurations (i.e. public S3 buckets)
Detects breaches

Low false positives
Great ROI! (~1% AWS spend)

CloudTrail Mgmt
Events

eI =5 CloudTrail S3
[{[(’ ’<\—1 1) data events
Amazon GuardDuty @/‘

VPC Flow Logs

Amazon GuardDuty
is a threat detection service

that continuously monitors Enable GuardDuty

" ek i Intelligently detect threats Take action
orb::al‘f;g:lfoor;r;:t zi':e With a few clicks Automatically analyze GuardDuty uses machine learning, Review detailed findings
pr ¥ in the console. monitor network, account, and data anomaly detection, and integrated in the console, integrate into
Amazon Web Services accounts, My M - . "
ioHondds nrd diks stoved TaS3 all your Amazon Web access activity at scale, threat intelligence to identify event management
4 g Services accounts without providing continuous and prioritize potential threats or workflow systems,
additional software to deploy monitoring of your or trigger Amazon Lambda for
or manage. Amazon Web Services accounts automated remediation

or prevention




Static Application Security Testing (SAST) $

Identify insecure code before it is deployed to production, preventing potentially exposing our

systems and data to attackers.

Security (: Contrast




SAST solution: GitHub Advanced Security $

Great Developer experience/UX

e Embedded into existing developer
workflows!

e Allvulnerability details and data flow analysis
accessible inline in Pull requests, No need to
leave GitHub for more details

e We can write our own custom checks with 2+ rtexeclondstring);
CodeQL : ot

() Code scanning

e flows to here and is used in a command.

Show paths Dismiss ~

urn “great success!";




GitHub Advanced Security

+ router.get('/verify', async (req, res) => {
+ const token = req.query.t;
+ const user = awalt User.findOne({ token });

Code scanning
Database query built from user-controlled sources

Check failure on line 25 in server/apps/routes.auth.js
This query depends on a user-provided value.

CodeQL scanning finds
security holes in

your code

(SARIF format)

Show more details Show paths Close ¥

dependabot bot commented 31 minutes ago

Bumps bower from 1.3.5 10 1.3.37 '

Vulnerabilities fixed
Sourced from The Node Security Working Group.

Dependabot detects
dependencies with
security problems

Arbitrary File Write Through Archive Extraction

attackers can write arbitrary files when a malicious archive is extracted

Affected versions: <1.3.37

b

AWS_SECRET_ACCESS;KEY;'wJalrXUt‘nFEMI/K7MDENG/beRfiCXEXAMPLEKEV'
Secret scanning looks
for checked-in secrets

Amazon AWS Secret Access Key




Cloud Security Posture Management (CSPM)

Cloud misconfigurations is the most common root cause for data breaches in the cloud.
With a CSPM tool we can help to prevent those in all our cloud environments for all brands.

= Uydiing {. PRISMA
<

WIZ

BY PALO ALTO NETWORKS

CSPM vendors evaluate in collaboration with FINN, News Media, Lendo, Developer Foundations and ETech.



C S P M Ve n d o r c h ose n : Wiz Differentiate actual critical

findings from other less
critical security issues.

+
WIZ All projects ~ Dashboard Inventory Issues Explorer Policies Compliance Reports Projects a ¥ O O

Internet
ReadOnly User Prod Admin User Cost Report
AWS Access Key (APl Key) AWS IAM User AWS IAM Role AWS S3 Bucket
t Data

SSH Brute Force Attack Lateral Movement to Admin User
Security Event Finding Late nt Finding

Log4Shell Vulnerability

VPC-1123449 ubnet EC25533 Interface
AWS VPC VPC Subnet AWS Network Interface Payment VM (CVE-2021-44228)
g

Finding




Private Bug Bounty program

l1ackerone b"‘@ INTIGRITI

ETHICAL HACKING PLATFORM



Private Bug Bounty program

e Platform: Intigriti

o Reason: Cost + Norwegian community
Currently run 6 private bug bounty programs
~1000 domains in scope across all programs
17 Critical findings since September 2022
Share write-ups internally of the most

interesting vulnerabilities

e Great Return of investment, highly

recommended!

) INTIGRITI

ETHICAL HACKING PLATFORM

Severities
Exceptional 0@
Critical 17 q
High 33 ‘::‘i‘;}
sdiun 136 @
Low 59 e—Ty
None 12 @

Undecided 9 @

Dependency Confusion issue in
NPM package

Severity: Critical, Bug bounty: €1 000

Dependency confusion is a security issue that most package managers are affected by when
using a internal registry like Artifactory. To understand more about the vulnerability class, please
read the blog post How we protected ourselves from the Dependency Confusion attack.

Vulnerability details




What money can't buy: Security culture



Defendable Products training package, over 1000 developers trained

HARM assessment

° Threat modelling Miro board
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Sorry, we couldn’t avoid it... we introduced...



Sorry, we couldn’t avoid it... we introduced...

Security policies



Policies

This pages links to all the policies related to Product and Application Security.

e Static application security testing (SAST) Policy

Dynamic application security testing (DAST) Policy

Cloud Security Posture Management (CSPM) Policy

Secret scanning Policy

Software Composition Analysis Policy



SAST Policy

Must

* The code repositories which are associated to the Products classified as Severe, Major or

Moderate in a HARM assessment must be on-boarded to a SAST tool.

® The security of the Source Code is the brand/team's responsibility.

® The time to remediate the issues raised by SAST tool is tied to the HARM assessment and

severity of the finding. See table below for remediation requirements.

Finding
Criticality

Critical

High

Medium

Critical

High

Medium

HARM Impact Category

)

Severe
Severe

Severe

Major
Major

Major

Required time (working days) to
mitigation or accept risk

2 days

7 days

14 days

5days

12 days

21 days



Cybersecurity program, did we reach our initial goal?



Budget

approved Toaay
BER SECURy
Y oROGRAM 1Y
2019 2020 2022
End result:

We have mapped our security capabilities to the ®
NIST levels, and we will were able to hit NIST level 3, NIST
St.t except in three teams. Cyltgersecuriti
ar ramewor

Minimum Target
baseline:

Level 3



Mistakes were made

e Did not negotiate pricing above what we expected
o Bad negotiation terms, extra approval round internally for extra budget

e Communicate communicate communicate!
o Some information was not read by key stakeholders, so they caught by
surprise with the rollout. Should have done multiple communications
e All tools was not available during the developer training

o If you have time, roll out security tools/capabilities before doing developer
training (we didn't have time to do this in the ideal order)



Plans going forward

e Unified view of vulnerabilities (Vulcan)

e Optimise and tune all security tools
o Tight timeline in program, so not enough time to tweak everything

e Automated Risk Scoring System
o Tells teams what their next risk reducing activity should be

e Cloud Security: Deny certain high risky API's
e Launch Security Champion-ish program



Th e e n d ' Please reach out! Let's collaborate and share! :)
. stale.pettersen@schibsted.com
infosec.exchange/@kozmic
twitter.com/kozmic/
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