
Active Directory security: where to 
even start?



Whoami

● Camille Victor Prunier

● French living in Oslo for 10+ years

● Worked at Orkla 4 years

● Purple teamer

● Disclaimer: not an AD expert!



Attack vectors in AD

● AD Permissions

● Domain administrators

● Users in random groups

● Service accounts

● Weak password policy

● Open SMB shares



“Defenders think in lists.
Attackers think in graphs. As long
as this is true, attackers win.”
- John Lambert, General Manager, Microsoft Threat Intelligence Center



BloodHound - Understand your AD



BloodHound - Understand your AD



PlumHound - BloodHoundAD Report 
Engine for Security Teams

https://github.com/PlumHound/PlumHound 

https://github.com/PlumHound/PlumHound


● https://bloodhoundenterprise.io

● Both AD and AAD (Entra ID) 

● Mitigations suggested

https://bloodhoundenterprise.io


PingCastle



You found issues, now prove them

● AD auditing is continuous

● Low-hanging fruits

● Focus on mitigation

● Set up clear goals with KPIs



DACL abuse

https://www.thehacker.recipes

“DACLs (Active Directory Discretionary Access 
Control Lists) are lists made of ACEs (Access 
Control Entries) that identify the users and 
groups that are allowed or denied access on an 
object. SACLs (Systems Access Control Lists) 
define the audit and monitoring rules over a 
securable object.

When misconfigured, ACEs can be abused to 
operate lateral movement or privilege escalation 
within an AD domain.”

https://www.thehacker.recipes


CrackMapExec

https://github.com/mpgn/CrackMapExec 

https://github.com/mpgn/CrackMapExec


Mimikatz



Impacket

https://github.com/fortra/impacket/ 

Impacket is a collection of Python classes 
for working with network protocols

Screenshots: https://kylemistele.medium.com/impacket-deep-dives-vol-1-command-execution-abb0144a351d 

https://github.com/fortra/impacket/
https://kylemistele.medium.com/impacket-deep-dives-vol-1-command-execution-abb0144a351d


Thank you!

Questions? Need help?

Contact me on LinkedIn or by email!

https://www.linkedin.com/in/camille-victor-prunier/

camille.prunier@xlent.no  

https://www.linkedin.com/in/camille-victor-prunier/
mailto:camille.prunier@xlent.no

