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AGENDA

● CONCEPTS:

○ Current status of ROP-based attacks
○ Control Flow Integrity (CFI) Mechanisms

○ Intel CET and Shadow Stack
○ Counterfeit Object-Oriented Programming (COOP) Theory
○ Building an Attack Plan

● DEMOS:
○ Bypassing Intel CET on latest Win 11

○ Bypassing Intel CET on MS Edge
● Q&A



The Big Picture

Memory-safe languages +
SDL +  
Compiler mitigations +
Runtime mitigations (WDEG) +

=
Raising exploitation $$$



Data Execution Prevention (DEP)

● Rolled out in 2003

● Enables the W^X Paradigm by implementing the NX bit on Memory Pages

● Blocks vanilla shellcode from running



Return Oriented Programming (ROP)

● Code reuse attack that bypasses DEP
● Ret2lib evolution 
● ROP GADGET = Instructions ending with a RET
● Gadgets++ = high-level API execution



Control Flow Integrity

● Protects against manipulation of the program’s  original control flow
● Mitigations exist under this umbrella term
● It comprises two sub-groups:

§ Backward-Edge
§ Forward-Edge



Forward-Edge CFI

● Protects indirect function calls through the use of verified function 
addresses. Control Flow Guard is an example

● CFG will block any  CALL [RAX] instruction pointing to a ROP gadget 
address



Backward-Edge CFI

● Defends against control-flow hijacking attacks that exploit vulnerabilities 
related to function returns

● Intel Control-flow Enforcement Technology (CET ) is a form of BE-CFI that 
protects against ROP attacks



Intel CET

● The original Intel specs included two HW-based mitigations:
§ Shadow Stack
§ Indirect Branch Tracking  (IBT) - not yet implemented 

● Our focus for today will be Shadow Stack
● Since 11th Generation Core ‘Tiger Lake’ Intel CPU 
● 2020 on Windows
● Compiler based mitigation enabled via the /CETCOMPAT flag



Shadow Stack (1)

● On every CALL instruction, return addresses 
are stored on call stack and 
shadow stack.

● On RET instructions, a comparison 
is made to ensure integrity is not 
compromised.

● Upon addresses mismatch control 
protection (#CP) exception 
is triggered and process terminated



Shadow Stack (2)

● SSP is used to keep track of the stack

● HW will protect SSP memory 
pages from attackers.

● New reserved instructions:
§ INCSSP
§ RDSSP
§ SAVEPREVSSP/RSTORESSP



”ROP NO MORE?”



ARE ROP-BASED ATTACK DEAD?

● TLDR:  Most likely.  

● Full disclosure: JOP/COP based attacks are not stopped (yet) by Intel CET.

● How widespread is Intel CET today?



How widespread is CET adoption today?

● Browser’s renderer process is primary attack surface and target.

● Where JIT compiled code lives -> Type Confusion bugs

● It’s hard to make JIT’ed code and CET to coexist.

● Result: None of modern browsers implement CET in their renderer process





Counterfeit Object-Oriented Programming (COOP)

● Theorized in 2015 by F.Schuster

● Counterfeit memory objects from attacker-controlled payloads

● Chain these objects together through virtual functions already present in 
target application or runtime loaded libraries.

● These functions are valid and won’t break any CFI logic (including CET)



COOP vfgadgets

● COOP gadgets are called Virtual Function gadgets, or vfgadgets

● They can be found with IDAPython scripts

● Picked from a pool of CFG-valid functions

● Different types of vfgadgets



Looper (1)

● The Looper is the main vfgadget responsible for invoking other vfgadgets



Looper (2)

● Counterfeit Obj is at RCX+0x40
● Dereference 1st vfgadgets in RAX
● Call it (via CFG)
● Load next gadget from offset 0x20
● Rinse and repeat



COOP Proof of Concept App

● Vulnerable App to a Type Confusion Bug

● Shipped with an Invoker vfgadget

● Previously leak stack pointer to obtain this pointer

● We can reference the COOP payload from it

● Call the function pointer via indirect call



DEMO

TIME



Triggering CET



Bypassing CET PoC



Bypassing CET on MS Edge

● CVE-2019-0539 Type Confusion in Chakra core
● We pretend the browser is compiled with /CETCOMPAT
● High-Level Exploitation Logic:

1. Leak this pointer
2. write vfgadgets in memory
3. Chain them via Looper vfgadget
4. Call LoadLibrary in order to load mscore.dll
5. From mscore.dll we invoke VirtualProtect (allowed by CFG)
6. We make guard_dispatch_icall writable and NOP it
7. Now we can call any non-CFG function like GetComputerNameA
8. Profit!



Bypassing CET on MS Edge (2)



Bypassing CET on MS Edge (3)



Bypassing CET on MSEdge (3)




