Once upon a time...

...developers and security experts relied on mostly server-side
rendered vulnerable applications to train their web hacking skills.

In 2014, the Juice Shop entered the stage to change that.



OWASP Juice Shop

An Open Source Software

and security Fairytal e

https://owasp-juice.shop

Copyright (c) 2014-2023 Bjorn Kimminich | @bkimminich | infosec.exchange/@bkimminich


https://owasp-juice.shop/
http://kimminich.de/
http://twitter.com/bkimminich
https://infosec.exchange/@bkimminich

Chapter |

The Idea



2008: Altoro Mutual

Server-side rendered demo app for a commercial vulnerability
scanner



2010: Bodgelt Store

The Bodgelt Store

We bodge it. so you dont have

ol Guest user

Home About Us Contact Us Login Your Basket Search
Doodahs Our Best Deals!
Gizmos
Thiﬂ':l:i[ﬂa.i'ilﬁ product Type Price
Thingies ingi Thingies
Whatchamacallits
Whatsits
Widgets

Gizmos

Thingies

Thingies
Thingie 4 Thingies
Thingie 4 Thingies
TGJ CCC Thingamajigs
T1GJ JJJ Thingamajigs
Whatsit taste like Whatsits
TGJ EFF Thingamajigs

Server-side rendered demo app for the open source vulnerability
scanner Zed Attack Proxy


https://www.zaproxy.org/

OWASP WebGoat ==

Introduction

General LR Resst lesson
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(A8) Software & Data Int: i >
(AB) Softwara & Data Integrity ML injection did in the first
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(A10) Server-side Request Forgery >
‘ ’ John Doe uploaded a photo.

Client side

Challenges g

| REQUEST YOUR
ASSISTANCE

localhost:8080/WebGoat/welcome.mve

Server-side rendered and lesson-based training application



Juice Shop
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Rich Internet Application (RIA) designed for realism, manual
exploration and hacking w/ or w/o pentesting tools



2014: Personal "Pet Project"

Juice Shop

jﬂ Download .zip ;m Download .tar.gz Q View on GitHub

Juice Shop

An intentionally insecure webapp suitable for pentesting and security awareness
trainings written in Node, Express and Angular. Inspired by the "classic" Bodgelt Store
by @psiinon.

Translating "dump" or "useless ouffit" into German
yields "Saftladen" which can be reverse-translated
word by word into "juice shop". Hence the name of
this project.
You may find it easier to find vulnerabilities using a pen test tool. | strongly recommend
Zed Attack Proxy which is open source and very powerful, yet beginner friendly.

Features

« Easy to install: Just requires node.js

« Self contained: Additional dependencies will be resolved and downloaded
automatically

« No external DB: A simple file based SQLite database is used which is wiped and
regenerated on server startup

« Open source: No hidden costs or caveats




2016: Juice Shop joins OWASP
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This site is the archived OWASP Foundation Wiki and is no longer accepting Account Requests.

To view the new OWASP Foundation website, please visit https://owasp.orge

OWASP Juice Shop Project

Revision as of 08:35, 9 May 2017 by Bjoern Kimminich (talk | contribs) (Update logo with facelifted version)
(diff) < Older revision | Latest revision (diff) | Newer revision — (diff)

Main Acknowledgements Road Map and Getting Involved

NCUBATOR new projects

OWASP Juice Shop Tool Project

The most trustworthy online shop out there. (dschadow’)

OWASP Juice Shop is an intentionally insecure webapp for security trainings written entirely in Javascript which encompasses the entire OWASP Top Ten and other severe security
flaws.

Description
Juice Shop is written in Node.js, Express and AngularJS. It was the first application written entirely in JavaScript listed in the OWASP VWA Directory.

The application contains more than 30 challenges of varying difficulty where the user is supposed to exploit the underlying vulnerabilities. The hacking
progress is tracked on a score board. Finding this score board is actually one of the (easy) challenges!

Apart from the hacker and awareness training use case, pentesting proxies or security scanners can use Juice Shop as a "guinea pig"-application to
check how well their tools cope with Javascript-heavy application frontends and REST APls.

Translating "dump" or "useless outfit" into German yields "Saftladen” which can be reverse-translated word by word into "juice shop". Hence the
project name. That the initials "JS" match with those of "Javascript” was purely coincidental!

Main Selling Points

e Easy-to-install®’: Choose between node.js®, Docker® and Vagrant® to run on Windows/Mac/Linux

« Self-contained: Additional denendencies are pre-packaaed or will be resolved and downloaded automatically

Donate
Y ST RS

News
[29.04.17] juice-shop v3.0.1e¢

[21.04.17] juice-shop-ctf
v1.0.1e

[20.04.17] juice-shop v2.26.06
[01.04.17] juice-shop v2.25.0

[22.02.17] juice-shop-ctf
v0.3.1e

Installation
Packaged Distributions &
Docker Imagee?

Online Demo (Heroku) &




2018: Promoted to Flagship

Please support the OWASP mission to improve software security through open source initiatives and community education.

@0[”98'3 PROJECTS CHAPTERS EVENTS ABOUT Q Member Login W Store
. WEmEEr g

& Watch 150 % Star 8,560

OWASP Juice Shop

| Main H Overview H News H Challenges H Learning H CTF H Ecosystem H Supporters The OWASP® Foundation works to improve the
security of software through its community-led
b open source software projects, hundreds of
chapters worldwide, tens of thousands of
members, and by hosting local and global

“ conferences.
Cll Best Practices v2. d Project Information

OWASP Juice Shop is probably the most modern and sophisticated insecure web application! It can be used in security - Flagship Project
trainings, awareness demos, CTFs and as a guinea pig for security tools! Juice Shop encompasses vulnerabilities from the
entire OWASP Top Ten along with many other security flaws found in real-world applications!

Classification
3¢ Tool
Audience

& Builder
/" Breaker
O Defender

Installation

From Source
T Packaged (GitHub/SourceForge
Description ged ( ge)
Docker Image
Juice Shop is written in Node.js, Express and Angular. It was the first application written entirely in JavaScript listed in the

OWASP VWA Directory. Sources

GitHub

CTE Evtancinn ((2itHiuih)

The application contains a vast number of hacking challenges of varying difficulty where the user is supposed to exploit the




But why "Juice Shop"?!?

Translating "dump" or "useless outfit" into German yields
1den” which is a compound word from " aft" and " - den". This
reverse-translates into "juice" and "shop". Hence the project name.

That the initials "JS" match with those of "JavaScript" was purely coincidental!


http://www.dict.cc/englisch-deutsch/dump.html
http://www.dict.cc/englisch-deutsch/useless+outfit.html
http://www.dict.cc/deutsch-englisch/Saftladen.html
http://www.dict.cc/englisch-deutsch/juice.html
http://www.dict.cc/englisch-deutsch/shop.html

Logo Evolution

2014 2015 2017+

Public Domain CC-BY 4.0 CC-BY 4.0


https://en.wikipedia.org/wiki/Juice#/media/File:Orange_juice_1.jpg
https://github.com/OWASP/owasp-swag/blob/master/projects/juice-shop/logos/legacy/JuiceShop_Logo_Classic.png
https://github.com/OWASP/owasp-swag/blob/master/projects/juice-shop/logos/JuiceShop_Logo.svg

Chapter Il

The Challenges



2014: 23 Hacking Challenges

Oct 21, 2014 Feature-complete version

; bkimminich

O v03.0

* complete feature-set of a small web-shop
- 25c4efb P I

® 23 security challenges featuring the entire OWASP Top 10 and more
Compare ~
¢ complete server-side tracking of challenge progress (Warning: Resets on application restart!)

¢ almost full code coverage with client- and server-side tests

» Assets 2

®)

Juice Shop v1.0.0 was released October 24th, 2014 with a mix of XSS,
SQLi, Access Control and Information Leakage challenges


https://github.com/juice-shop/juice-shop/tree/v1.0.0

Now: 102 Hacking Challenges

Challenges Category Distribution

P x5S

5.9% @ Sensitive Data Exposure
15.8% Yulnerable Co onents
@ Broken Authentication
@ Security through Obscurity

@ Insecure Deserialization
- @ Broken Anti Automation

@ Injection

@ Sec isconfiguration

@ Cryptographic Issues

12V%

Challenges in Juice Shop are grouped into various categories
mapped to official OWASP, CWE and WASC resources.



2014: 3 Difficulty Levels

Score Board
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2018: 6 Difficulty Levels

Score Board
Ca |

Difficulty

W W

*

Name Description Status
Admin Section Access the administration section of the store. | Blunsalved |
Confidential Document Access a confidential document | Bunsolved |
Error Handling Provoke an error that is not very gracefully handled [ I——
Redirects Tier 1 Let us redirect you to a donation site that went out of business | Bunsoed
Score Board Find the carefully hidden ‘Score Board' page [solved |
XSS Tier 1 Perform a reflected XSS attack with (R TR T ety | Hlunsolved |
Zero Stars Give a devastating zero-star feedback to the store. | Blunsalved |
* *
Name Description Status
Basket Access Access someone else’s baskat | Blunsolved |
Christmas Special Order the Christmas special offer of 2014 | Blunsowed |
Deprecated Interface  Use a deprecated B2B interface that was not properly shut down. | Bunsoed
Five Star Feedback  Get rid of all 5-star customer feedback Bunsobed
Login Admin Log in with the administrator’s user account. | Bunsolved
Login MC SafeSearch Log in with MC SafeSearch's original user credentials without applying SQL Injection or any other bypass. | Blunsalved |
Password Strength Log in with the administrator's user credentials without previously changing them or applying SQL Injection. | Blunsolved |
Weird Crypto Inform the shap about an algorithm or library it should definitely not use the way it does Bunsoed
* k&
Name Description Status
Blockchain Tier 1 Leam about the Token Sale before its official announcement

Fo! r@ Feedback Post some feedback in another users name




2019: Categories & Filters

Score Board
219 0/10 2120 0/22 016 0711
1 4 5 6 showall P Show solved
Broken Access Control Broken Anti Automation Eroken Authentication Cryptographic Issues Improper Input Validation Injection Insecure Deserialization Miscellaneous Security Misconfiguration Security through Obscurity

Sensitive Data Exposure

Name

APl-only XSS

Classic Stored XS5

Client-side X3S Protection

DOM X553

Database Schema

Login Admin

Login Bender

Login Jim

Reflected XSS

Unvalidated Redirects

Difficulty

* %k

* %

* %k

* %k

* %

* %k

* %k

Vulnerable Components XSS XXE Show all

Description

Perform a persisted XS5 attack with <iframe src="javascript:alert( xss")"> without using the frontend application at all.
Perform an XSS attack with <script>alert(” xss™ )</script> on a legacy page within the application.

Perform a persisted XSS attack with <iframe src="javascript:alert( xss")"> bypassing a client-side security mechanism.
Perform a DOM XSS attack with <iframe src="javascript:alert( xss™)">.

Exfilirate the entire DB schema definition via SQL Injection.

Log in with the administrator's user account.

Log in with Bender's user account.

Log in with Jim's user account.

Perform a reflected XSS attack with <iframe src="javascript:alert( xss™)">»

Category

p]

X33

p]

Injection

Injection

Injection

Injection

XSS

Status




2021: Coding Challenges

Coding Challenge: DOM XSS Coding Challenge: DOM XSS

Find It Find It Fix It

nces (1)

X Close Submit

L L e S R st e e 2ty
CSRF Broken Access Control unsolved
* * * Forgery from another origin. “
Confidential Document * Access a confidential document. Sensitive Data Exposure Good for Demos Hsuhed <>
Perform a DOM XSS attack with <i frame ETTUITTLETLS n
DOM XSS w - it alert(- xee" )" Xss Msoves . @ <
src="javascript:alert( xss”)">. Tutorial
Database Schema Y B & Exfilirale the entire DB schema definition via SQL Injection. Injection 'msolved <>

Identify the underlying code flaw and select an appropriate fix. This
is currently available as a follow-up task for 27 challenges



2023: The current Score Board

Score Board

10113 413

Hide all

Access Log
‘Admin Registration
Admin Section
Allowist Bypass

Bjoen's Favarile Pet

Biockchain Hype:

Bonus Payload

Bully Chatbot

CAPTCHABypass

Change Bender's Password

Christmas Special

Confidential Document

Cross-Site Imaging

DOM XS5

Database Schema

Deluxe Fraud

Deprecaled Inferface

622 125

Broken Access Confrol  Broken Anfi Aulomafion  Broken Authenicabon

b 8.8 & ¢
L2 0 ¢
*h
L35 8.4
Hkk

L.2.2.9 8.4

Hokk
kA
L.2.8.2 8 3
L2 8.2 4

b 6 8 & ¢

ok
kK

ok

Gryplographic lssues  Improper Input Vilidaon  Injecion  Insecure

011

€ e @ Sy Q)

Description

Gain access lo any access log fle of the server.

Register as a user with adminisiralor privileges.

Access the administralion section of the store.

Enforce a redirect fo a page you are nol supposed fo redirect to.

Reset the password of Bjoen's OWASP account via the Forgot Password mechanism with the oniginal

answerto his security question.

Security ‘Security through Obsouily  Sensitive Data Exposure

Category

Sensilive Data Exposure

Broken Access Confrol

Unvalidated Redirects

Broken Authenfication

Security through Obscurity

Use the bonus payload <iframe width-"1e%" height-"166" scrolling-"no" frameborder-"no" all

url=httpsX3A//api . soundcloud. com/ tracks/77 23t _play
</iframe> in the DOM XSS challenge.

Recei code from

‘Submit 10 or more customer feedbacks within 20 seconds.

Change the name of a user by performing Cross-Site Request Forgery from anolher origin.

Change Bender's password inlo SlurmGHssic without using SQL Injection or Forgot Password.

Order the Christmas special offer of 2014.

Access a confidential document.

Stick cute cross-domain kittens all over our delivery boxes.

Perform a DOM XSS attack with <ifrane src="javascript:alert( xss’)">.

Exilrate the entire DB schema definition via SQL Injection.

Obtain a Delince Membership without paying for it

Use [ properly shut down.

Broken Anti Automation

Broken Access Confrol

Broken Authenfication

Sensilive Data Exposure

Security Misconfiguration

improper Input Validation

Security Misconfiguration

Togs

Good for Demes

Brute Force:

Brute Force

Good for Demes

Good for Demos

T

Coding Score

Unvalidsied Redirests  Vulnerable Components

Status.
Wunsoived <>
Bsohed @ <
Bsohed @ <>
Boed @ <
Wunsoived <>

Wunsoivea <>

Bsoivea <>

XSS X0E

Feedback




( 2023: Redesign from scratch |

© Private browsing

(XN J # OWASP Juice Shop X 4+ v

@ O =

& (&)

. OWASP Juice Shop

11%

6%

O D localhost:3000/#/score-board-preview?categories=XSS <% 3

QO Account 'gvouraaskef S EN

1 2 3
9/25 1/19 2/40

14/1s6

Hacking Challenges Coding Challenges Challenges Solved 4 5 6
- 2/37 0/24 0/11
Q Search Difficulty v  Status v Tags
Al | XSS Data Exp: pi Input Broken Access Control L Ci
Broken Authentication Security through O| Deseriali Broken Anti Automation Injection
Security Mi i { Cr Issues XXE
XSS Xss Xss
APl-only XSS ok ok Bonus Payload * CSP Bypass 2.8.2.8.4

Perform a persisted XSS attack with <iframe
src="javascript:alert( xss")"> without using the frontend
application at all

Danger Zone <> (@ (®Hint
Xss
Client-side XSS Protection Jk ok

Perform a persisted XSS attack with <iframe
src="javascript:alert( xss)"> bypassing a client-side
security mechanism.

Danger Zone. @ @Hint
Xss
Reflected XSS ok

hide_related=false&show_comments=true&
show_user=true&show_reposts=false&
show_teaser=true"></if rame> in the DOM XSS challenge.

Shenanigans  Tutorial <> @ @& (@Hint

Xss
DOM XSS *

Perform a DOM XSS attack with <iframe
src="javascript:alert( xss")">.

Tutorial ~ Good for Demos. <> (@ (@& (®Hint

Xss

Kok kK

Server-side XSS Protection

Bypass the Content Security Policy and perform an XSS attack
with <script>alert( xss’)</script> on alegacy page
within the application.

Danger Zone @ ®Hint
Xss
HTTP-Header XSS 22,8, 2.9

Perform a persisted XSS attack with <iframe
src="javascript:alert("xss’)"> through an HTTP header.

Danger Zone @ m
Xss
Video XSS Yk ke kok ok
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The Features



Realistic Fake Webshop
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Juice Shop offers not only the full online shopping use case but also
user profile management, 2FA, product reviews, customer services,
chatbot assistance, user photo stories and much more



Hacking Instructor

Q @ Account W vourBasket &) EN

Several challenges come with an embedded interactive tutorial
helping newcomers to get going



Sophisticated CTF-support

¥ Windows PowerShell

| OWASP Juice ShOp Q @ PS C:\Users\bjoern.kimminich> juice-Shop-ctf IS

Generate OWASP Juice Shop challenge archive for setting up CTFd, FBCTF or RootTheBox score server
CTF framework to generate data for?
Juice Shop URL to retrieve challenges?
Secret key <or> URL to ctf.key file?
Insert a text hint along with each challenge?
Insert a hint URL along with each challenge?

You SIIEI:ESSfI-_lF sol er.‘lal:halenge‘ FJ'I'(!I'Hallﬂim‘] (PI'(]M(!'(B an emor that is neillervery Insert a code snippet as hint for each challenge?
gracefully nor consistently handled.) X Backup archive written to
2 9c297196ecf8890bc1e900fcf3aebae8c9fo880a .Ccpytoclipboard For a step-by-step guide to import the ZIP-archive into CTFd, please refer to

https://puning.owasp-juice.shop/partl/ctf.html#running-ctfd

PS C:\Users\bjoern.kimminich>

Missionen

"""‘|||||“||"|I\II|I|||m..

Built-in flag notifications and official juice-shop-ctf-cli help setting up
hacking events on CTFd, FBCTF or RootTheBox conveniently


https://github.com/juice-shop/juice-shop-ctf
https://ctfd.io/
https://github.com/facebook/fbctf
https://github.com/moloch--/RootTheBox

MultiJuicer Platform

W
b

Team Created

To make sure not just anyone can join your team, we created a shared passcode
for your team. If your teammates want to access the same instance they are
required to enter the passcode first. You can copy the passcode from the
display below.

Passcode

 Juice Shop Instance Ready

Start Hacking

# Change Language

T v00u
= four-point-zero feset Pesscod

Official platform to run isolated Juice Shop instances for training or

N
L)

 Multiuicer

NAME

1337-hacker

localhorst

alpha

gamma

ScoreBoard

SCORE

50 points

ved challenges

40 points

ved challeng

0 points

ved challenc

0 points
challenges
0 points
challenges

0 points

0 solved challenges

CTF participants on a central Kubernetes cluster


https://github.com/iteratec/multi-juicer

Theming & Re-branding

Fully customizable business context and look & feel for enhanced
Immersion in corporate trainings or awareness sessions


https://pwning.owasp-juice.shop/part1/customization.html

Cheat Detection

IITI . FTRIL m UL CUOTITY l_.nau.m 2 . I 5_.'._,!_ Fuated

info: 'Find It'" phase of coding challenge 1 ] 1] ;2 [{Score Board)

info: 'Fix It"'" phase of coding challenge 1 ] 1] ;2 [{Score Board)

info: Solwved "Find It" phase of coding challenge log: i 1] re [Login RAdmin)

info: Accuracy for "Find It" phase of coding challenge loga3 m: 1] je: 0.5

info: Cheat score for "Find it™ phase of log: m: 1] ;2 solved in lmin (expected ~2min): 0.35365

info: Sclwved "Fix It" phase of coding challenge 1og: M 1] ;e (Login Admin)

info: Accuracy for "Fix It' phase of coding challenge log: M 1] jes 1

info: Cheat score for "Fix it™ phase of log: 1L ¢ solved in lmin (expected ~2min): 0.535375

info: Solwved 3-star logindir 1] e [Login Jlm)

info: Cheat score for tutorial logindir 1. ;2 solved in lmin (expected ~3min) with hints allowed: 0.32clceccEccteeeT
info: Solwved "Find It" phase of coding challenge log: il 1] I {chin Jim)

info: Accuracy for "Find It" phase of coding challenge logindir 1: : 0.04545454545454545¢6

info: Cheat score for "Find it™ phase of log: I 1] ;2 solved in lmin (expected ~2min): 0.6848083333333334
info: Sclwved "Fix It" phase of coding challenge log: i 1] j2 (Login Jim)

info: Accuracy for "Fix It' phase of coding challenge logindin 1] je= 0.1

info: Cheat score for "Fix it™ phase of log: i 1] 2 solved in Omin (expected ~2min): 0.34353749999559594995

Solved challenges are rated based on cheating probability




Solution Webhook

"solution": {
"challenge": "localXssChallenge",
"cheatScore": 0,
"totalCheatScore”": 0.15,
"issuedOn": "2020-12-15T18:24:33.027z"

by
"ctfFlag": "b0d70dce...b85fac6785dba2349p",

"issuer": {
"hostName": "fv-azll6-673",
"os": "Linux (5.4.0-1031-azure)",
"appName": "OWASP Juice Shop",
"config": "default",
"version": "12.3.0-SNAPSHOT"

Sends a payload to a specified URL whenever a challenge is solved



Grafana Dashboard

p
Enllnng LT T T LR L U]
6% 9% = -
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~ Business Metrics
Social Interactions

30

20
10
0

17:44 17:46 17:48 17:50 17.52 17:54 17:56 17:58 18:00 18:02 18:04 18:06 1808 1810 1812 1814 1816 1818 1820 1822 1824 18:26 18:28 18:30 1832 1834 18:36 18:38 18:40 1842

== complaint Current: 2.0 == feedback Current 50 == review Current: 26.0

User Signups Conversion Rate Digital Wallets Total Customer Base
3
91 Standard Users
2
‘ :
17:50 18

:00 1810 18:20 18:30 18:40 “ 4 Deluxe Users
== deluxe == standard |

JSON template allows to import a dashboard into Grafana
consuming and displaying all metrics gathered via Prometheus



Companion Guide

BJiRN KIMMINICH
0 Pwning OWASP
RTE) AINTOMRTIONSE Juice Shop
X U Bjém Kimminich
=

@ Minimum price: Free!

Suggested price: $10.99

The free official companion guide is available on Leanpub and can
also be read online


https://leanpub.com/juice-shop?utm_campaign=juice-shop&utm_medium=embed&utm_source=juice-shop.github.io
https://leanpub.com/juice-shop?utm_campaign=juice-shop&utm_medium=embed&utm_source=juice-shop.github.io
https://leanpub.com/u/bkimminich?utm_campaign=juice-shop&utm_medium=embed&utm_source=juice-shop.github.io
https://leanpub.com/juice-shop?utm_campaign=juice-shop&utm_medium=embed&utm_source=juice-shop.github.io
https://leanpub.com/juice-shop
https://pwning.owasp-juice.shop/

Chapter IV

The Technology



2014: "Bleeding-edge" Web-Architecture

Browser File System




2023: "Still-modern" Web-Architecture

X | =
LM

v%? .
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Frontend :H ‘

Angular

A ' File System

Browser Material




Simple Installation

nodc ....:-v

VAGRANT

— /A © 0

Comes with cloud, local and containerized run options



https://github.com/juice-shop/juice-shop/releases/latest
https://registry.hub.docker.com/u/bkimminich/juice-shop/

Chapter V

The Community



Core Team

Bjorn Jannik Shubham Timo
Kimminich Hollenbach Palriwala Pagel

- ﬁx}é\x\

Bjérn Kimminich's GitHub Stats Jannik Hollenbach's GitHub Stats Shubham Palriwala’s GitHub Stats Timo Pagel's GitHub Stats

Y¢ Total Stars Earned: 559 Y¢ Total Stars Earned: 46 Y¢ Total Stars Earned: 53 Y¢ Total Stars Earned: 503

© Total Commits (2023): 721 ® Total Commits (2023): 303 O Total Commits (2023): 283 O Total Commits (2023): 352

19 Total PRs: 730 A+ 19 Total PRs: 491 A- 19 Total PRs: 245 A- 19 Total PRs: 315 A+
(@ Total Issues: 533 @ Total Issues: 145 @ Total Issues: 140 (@ Total Issues: 140

[ Contributed to (last year): 25 [ Contributed to (last year): 13 [ Contributed to (last year): 19 [ Contributed to (last year): 12

Literally the A-Team behind the Juice Shop


https://github.com/orgs/juice-shop/teams/core-team

Top 40+ Code Contributors

Bjérn Kimminich (88.73%)
Jannik Hollenbach (2.58%)
Aashish683 (1.18%)
greenkeeper[bot] (0.78%)
MarcRler (0.77%)
agrawalarpitld (0.70%)
Scar26 (0.64%)
ShubhamPalriwala (0.48%)
JuiceShopBot (0.45%)
CaptainFreak (0.44%)
Supratik Das (0.43%)
the-pro (0.36%)
Ziyang Li (0.27%)
Freedisch (0.17%)

Timo Pagel (0.14%)
E aaryanl® (0.13%)
rishabhkeshan (0.11%)
millc3 (0.09%)
Josh Grossman (0.08%)
Clément Notin (0.07%)
shantanu69 (0.06%)
JamesCullum (0.06%)
omerlh (0.06%)
Alejandro Saenz (0.05%)
Eric Nieuwland (0.05%)
Martin Rock-Evans (0.05%)
chinggg (0.05%)
Justin Smid (0.05%)
Jeroen Willemsen (0.04%)
= Jorge Estigarribia (0.03%)
Marc 0'Polo (0.03%)
ImgBotApp (0.03%)
Knut Erik Hollund (0.03%)
madhurw7 (0.03%)
Matthew Moses (0.02%)
Nat McHugh (0.02%)
shantanu (0.02%)
Bogdan Nicolae (0.02%)
Greg Guthe (0.02%)
Jan Kowalleck (0.02%)
Jodo Fonseca (0.02%)
Julian Winter (0.02%)
Others (0.62%)

=
=
=
=
=
=
=
=
=
=

= @
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Bjorn Kimminich
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Dutch; German...

Chinese Traditi...

Romanian
Dutch
Danish
Spanish
French
Danish

Estonian

Turkish

erbaijani

Romanian
Chinese T
Finnish

French

Top 20+ 18N Contributors

Translated

42610




Contributions are welcome!

Visit our backlog on GitHub & translations on Crowdin. Issues
labelled with good first issue and/or 'help wanted are the best
starting point for new contributors

med a faden 1 rsettelsen over d:


https://github.com/juice-shop/juice-shop/issues
https://crowdin.com/project/owasp-juice-shop/invite
https://github.com/juice-shop/juice-shop/issues
https://crowdin.com/project/owasp-juice-shop/invite

Contribution Rewards

For your 1* merged pull request you'll get some stickers from us.
Serial contributors might even get t-shirts, mugs and other glorious
merchandise for free


https://www.stickermule.com/user/1070702817/stickers
https://github.com/juice-shop/juice-shop#merchandise

GitHub Stars over time

siozebielg

T T T T 0
2019-03-14 2020-04-23 2021-06-03 2022-07-15 2023-08-25

I T T T
2014-10-01 2015-11-11 2016-12-22 2018-02-01
Time

Quiz: What might have caused the upward spike in 2021?

lypb b0} duHJio no "pnibna)d" 2ow qoHE 92iLD




Juice Shop Success Pyramid™

contributors

openssf best practices m

AN test coverage - AN maintainability .

GitHub % 8.6k downloads 223

kK docker pulls 80M sourceforge downloads



2018: Official Project Pet

H i imminich - an. 209 o A Bjoérn Kimminich mminicl 2 . ..
=  Bjérn Kimminich <imminich - 18. Sep. 2021 @ ) ) ) . ) 4 »  Bjérn Kimminich
)‘ My cat's face perfectly expresses just how excited” | was when reading that W How can | best say thanks to everyone who voted for me as "Outstanding ')‘ A

, f . , i Innovator" at Awards 2021? & An rtan

I'm nominated in 3 of 4 categories for the 2021...

’ . . Iknow! | &5

(*spoiler: It was a ")) on rooftop!" level of excitement)

Another "Zaya-the-three-legged-cat expresses how excited | am!" picture
I' » is required! &

= =Thank y'all!

o W/

One of the many "social stalking" challenges in Juice Shop is about
finding out the name of Bjorn's family cat.



2020: Official Jingle

braimee - OWASP Juice Shop Jingle

Thanks to podcaster-pentester-singer-songwriter-multi-talent Brian
Johnson, Juice Shop is probably one of very few Open Source
projects with its own official jingle


https://soundcloud.com/braimee/owasp-juice-shop-jingle
https://soundcloud.com/braimee
https://soundcloud.com/braimee/owasp-juice-shop-jingle
https://soundcloud.com/braimee
https://soundcloud.com/braimee/owasp-juice-shop-jingle
https://twitter.com/braimee

2018": Google Summer of
Code

Student project from Google Summer of Code 2022
o Replacement for Protractor end-to-end & Frisby API test suite to Cypress by Shubham Palriwala (mentored by Jannik Hollenbach and
Bjorn Kimminich)
Student project from Google Summer of Code 2021
o Extending the features of the vulnerable code snippets by Ayas Behera (mentored by Jannik Hollenbach and Bjorn Kimminich)
Student project from Google Summer of Code 2020
o Juice-Shop ChatBot and general fixes by Mohit Sharma (mentored by Jannik Hollenbach, Bjérn Kimminich and Timo Pagel)

Student project from Google Summer of Code 2019

o OWASP Juice Shop: Feature Pack 2019 by Arpit Agrawal (mentored by Jannik Hollenbach, Bjérn Kimminich and Shoeb Patel)
Student projects from Google Summer of Code 2018
o OWASP Juice Shop : Challenge Pack 2018 by Shoeb Patel (mentored by Jannik Hollenbach and Timo Pagel)

o OWASP Juice Shop : Frontend Technology Update by Aashish Singh (mentored by Bjorn Kimminich)

And they all participated in GSoC happily ever after...



{GSoC 2023: Web3 Challenges )

= ! OWASP Juice Shop Q @ Account @EN

BEE Haven

| —

‘Welcome to Bee Haven, the hive of BEE tokens! Immerse yourself in the buzz as our generous Bee Owner shares the joy of bees with you. Embrace
their bountiful generosity, but remember, taking too many bees at once may disrupt their harmonious abode. The Enchanted H oney Pot

Deep within the magical realm, the Enchanted Honey
D . Pot awaits its rightful owner. To unlock its wonders,
Faucet Balance: 0 | Your BEE Balance: 0 _ you mbet trads the sesence of the buzzing Kingdorm =

BEE tokens. Gather these mystical tokens from the
generous Bee Haven.

e ‘ _

Claim BEEs

Please install a Web3 Wallet like Metamask to proceed. X

Rishabh Keshan has designed and implemented several amazing
challenges around typical Web3 security flaws.


https://owasp.org/www-community/initiatives/gsoc/gsoc2023ideas#add-web3-specific-hacking-and-coding-challenges

_  GSoC 2023: Antora eBook

* 0 " Pwning OWASP Juice Shop

Pwning OWASP Juice Shop g WA Part | - Hacking preparations / Challenge tr

Preface

Introduction Contents

Uiy B i S Challenge tracking

exists

The € e B d

Challenge Filters
Architecture overview

Part | - Hacking preparations The Score Board
Hacking preparations

i . In order to motivate you to hunt for vulnerabilities, it makes sense to give you at least an idea what chal-
Running OWASP Juice Shop y I ) givey:

i X lenges are available in the application. Also, you should know when you actually solved a challenge suc-
Vulnerability categories Hacking Ins

. cessfully, so you can move on to another task. Both these cases are covered by the application’s score acking Ins
Challenge tracking Tutorial i
board.

Hacking exercise rules
Walking the "happy path" On the score board you can view a list of all available challenges with a brief description. Some descrip-
Customization tions are very explicit hacking instructions. Others are just vague hints that leave it up to you to find out
Hosting a CTF event what needs to be done.

Part Il - Challenge hunting

Score Board Coding Score

Challenge hunting
Finding the Score Board

Injection 1 2 4 5 P | s | @i | 9 iy | @) e

Broken Authentication
Sensitive Data Exposure
XML External Entities (XXE)

Improper Input Validation

Broken Access Control [reve——

s e s yond cfram geh-" 100" hdght"156" scralling-“na” fram

Security Misconfiguration [r—

tframe> e DOMXSS crte.

Cross Site Scripting (XSS) ot e e 3 coupn e o e st et

Insecure Deserialization Change benaers pxsors s

Vulnerable Components Coment Docancit Aocess acomoenalcocument.

Pwning OWASP Juice Shop Stable v

Parth Nanda has tirelessly migrated the entire "Pwning OWASP Juice
Shop" guide from Markdown/GitBook to AsciiDoc/Antora.


https://owasp.org/www-community/initiatives/gsoc/gsoc2023ideas#companion-guide-tech-stack

Epilogue



Project Roadmap

Move Pwning OWASP Juice Shop eBook away from legacy gitbook (GSoC 2023 Project w/ Parth Nanda)

Add Web3 specific hacking and coding challenges (GSoC 2023 Project w/ Rishabh Keshan)

Rennovate the Score Board for best possible user experience (Preview branch)

Enhance precision of cheat detection with new data sources and algorithms

Bring overall test coverage back over 90%+

Sell NFT collection = Bi@ $UCE$$


https://pwning.owasp-juice.shop/
https://owasp.org/www-community/initiatives/gsoc/gsoc2023ideas#companion-guide-tech-stack
https://owasp.org/www-community/initiatives/gsoc/gsoc2023ideas#add-web3-specific-hacking-and-coding-challenges
https://github.com/juice-shop/juice-shop/tree/feature/updated-score-board
https://codeclimate.com/github/juice-shop/juice-shop
https://opensea.io/collection/juice-shop

The End...?

L To be continued...! N







