Offensive Services
==
Security Measures

Penetration Testing is changing, are you?



WHO AM I?

COO, PRINCIPAL AND FOUNDER AT RIVER SECURITY
PRINCIPAL INSTRUCTOR AT SANS

*SHORT SUMMARY:

| SHOW HOW CRIMINALS BREAK-IN,
AND | HELP THROW THEM BACK OUT...

GCIH
GPEN
GSLC
GIAC
GDAT
GCTl

GCFA

GIAC Certified Incident Handler

GIAC Certified Penetration Tester

GIAC Security Leadership

Mobile Device Security Analyst

GIAC Defending Advanced Adversaries
GIAC Cyber Threat Intelligence

GIAC Certified Forensic Analyst
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VWHY DO WE
DO
PENETRATION
TESTING?

WHAT IS THE GOAL OF PENETRATION TESTING¢
(LEGIT QUESTION)



Common problems
with penetration
testing

| have been lucky enough to be on both
sides of the table:

- Several years as CISO
- Procurer and receiver pentest

| have Built, trained and managed several
penetration testing teames.
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Digital Footprint Assessment @\R'Vﬂ

Immediate value by just having hackers

LOOK at you

Bottom-up approachl

Smaller investment up front -

Find shadow 1T, unmonc:-ged data

Scope is suddenly defined

 Customer and Provider knows WhCJT nas
been left out of scope

Attack Surface Overview
The following table shows an overview of your attack surface.

Legend Explanation

Domains Total
@ Apex 151 @ Apex

& subdomains

& Subdomains

IP-Addresses

= IP-Addresses
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Dashboard

Reports

Issues

Entities

Staging

chris@riversecurity.no

Log out

Report a problem

A Home Issues

- P e — - Al 7 * -~ - -~
Reported issues WV All Categories Vv

€< Go Back ¥ Download PDF

Issues identified

The following issue have been found or is still open on the attack surface.

Several Power Plants Available Online with No Authentication or Authorization - Possible Kinetic
Damages

ID: 64ebb5e7653e6a29398400c6

Severity: Critical | Category: Vulnerability | Status: Report

Description:
Two websites presenting various metrics from two power plants were discovered. One of these exposed an API from an
XXXXX XXX xxx device which is used to connect to operational technology devices such as PLCs, servos, and drives. The

websites show some summary metrics as can be seen in the image below:
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Proof of concept:

Light testing showed that we could extract much more detailed information by sending system-specific requests than we
could find by looking at the documentation for this system. This could be used to retrieve and even alter data from the
system. The finding was reported, and the site was promptly fixed. A similar page was found for XXXXXX. This site was very
similar in layout, but the page became unavailable shortly after the first site was reported. Since the page was removed we
were not able to verify if it also exposed some OT functionality.

JXXXXXXX expose available tags which has much more information that is shown on the website. These tags may be
retrieved via the /XXXXXXXX endpoint. Equipment looks to be a XXXXXXXXX panel from XXXXXXXXXX (at least it seems to
be APl compatible). This APl supports updating values as well as reading them. (not tested to avoid operational issues).

Recommendations:
This was reported and removed during assignment. It now just redirects to the XxxXXXXX appliance at port 443.

These risks seem to have been mitigated, but we recommend reviewing why these sites were placed online in the first

place to prevent them re-appearing without a proper security review.

A proper strategy and necessary tactics should be built and reviewed when planning and deploying new IT solutions,
especially critical ones like these. The strategy and tactics employed should be reviewed on a continuous basis to ensure

that we are conforming.

Affected assets: (1)



/

»

GEMENT?

WHAT IS ATTACK SURFACE
\Y




SSSSSSSS

@\; RIVER

HIGH LeVVEL PENTEST METHODOLOGY

Discovery &
Scanning

Reconnaissance

Exploitation & Verification



WHAT IS ALWAYS-0ON
PENTESTING
& OFFENSIVE SOC?

Digital » Automation + Attack Surface Test All
Footprint ‘ Review ' Management Changes
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With Traditional |

Penetration Testing - °
Are we playing the |
same game as
attackers?
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HIGH LeVVEL PENTEST VMIETHODOLOGY

Discovery &
Scanning

Reconnaissance

N
&

Exploitation & Verification
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ALWAYS-ON PENTESTING

- Recon, Discover and Scan
continuously
- Pentest and assess ASAP

- Hunt on existing targets
- Use new CTl to assess ASAP



Analyse:
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Proactive vs. Reactivve

Current Threat
Actor view of
threats

Snapshot view

of current
threats

Penetration
Testing

Proactive

Overview of

Security
Events

SOC & MDR

Block Attacks

FW/AV/EDR

Respond to
Attacks

Incident
Response

Reactive
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OIL AND GRS LTD.

WATER TANEK LOW LEVEL

Ack All

~lant Unattendec oY Pass Norma

Comp Callout Active Alarm Normal



Examples
Impact

ATLASSIAN

= Confluence

Confluence Su ppo rt Documentation Knowledge base Resources Vv

Confluence Security Advisory 2022-06-02

Confluence Server and Data Center - CVE-2022-26134 -
Critical severity unauthenticated remote code execution
vulnerability



Examples
Impact

9136119374
Leaf certificate
Log entries for this certificate:
Timestamp Entry # Log Operator Log URL
2023-04-11 15:14:44 UTC 946730466 Google https://ct.googleapis.com/logs/argon2023
2023-04-11 15:14:44 utc 1087671115 Google https://ct.googleapis.com/logs/xenon2023

Mechanism Provider Status Revocation Date Last Observed in CRL  Last Checked (Eron)

OCSP The CA  Check n/a ?
CRL The CA Not Revoked n/a n/a 2023-04-30 17:02:00 UTC
CRLSet/Blocklist Google Not Revoked n/a n/a /a
disallowedcert.stl Microsoft Not Revoked n/a r 1/a
OneCRL Mozilla |Not Revoked n/a n/a /a
SHA-256 3C83AE9615000A17FB74B7184BAC079CA697DF84BED49CFOF60CEN087C93AB6G1 SHA-1 B73190DD96729212CFBB509F343B6A8FB65BEBSY
Certificate:
Data:

Version: 3 (8x2)

Serial Number:
83:a7:8a:¢7:37:24:55:80:22:43:54:cb:6b:d2:46:fb:a@:df

Signature Algorithm: ecdsa-with-SHA384

Issuer: (caip:183283
commonName = ET
organizationName = Let's Encrypt
countryName = Us

Validity

Not Before: Apr 11 14:14:44 2823 GMT

Not After : Jul 18 14:14:43 2823 GMT
Subject:

commonName = *. af.riversecurity.eu
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey

Public-Key: (256 bit)
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2. KNO _{

Pentesting was @@m@d uaI orgsolely for
compll bx@h@\Mer

FF ; SIVE -



.
~ 2
3. ADVANCED PERSISTENT THREAT
Pentesting has Iacked.aglllty and sustained impact
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Twitter —

LinkedIn —

Fighting Cyber Crime -



https://into.bio/chrisdale
https://into.bio/rivsec
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