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Authentication

All services need to securely
authenticate their users

Authentication must be user-
friendly for it to be used

Most users nowadays have
approximately 100 accounts




Passwor

You need a unique password per
service to secure the account

Each password must have high
entropy and be hard to guess

This is a lot to remember...



Passwor

Password Monster offers to evaluate
the strength of your password

Have | Been Pwned offers to check
If your password is in a data breach

Password managers offer to
remember your passwords

Is this secure? Can we do better?



One-Time Passwords (OLP)

We have several ways to
provide extra security with
one-time passwords:

* OTPs on SMS
* OTPs via app
 OTPs as push

Is this fully secure?



Challenges with OTP

Someone can steal your
SIM card (SIM-swapping)

People get tired of
notifications (MFA-fatigue)

It does not protect against
phishing and false websites

Issues with backing up
password generators




Biometrics

Offers higher entropy than
(rememberable) passwords

Ties the user tightly to
their identity and role

Strong but not secret
authentication (username)

Biometric sensors and
algorithms improves yearly




What is FID

Open standard for passwordless authentication
The protocol is based on public key cryptography
It offers a phishing-resistant authentication method

Maintained and developed by the Fast Identity
Online (FIDO) Alliance
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FIDO2 Authenticati
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Security Spectrur
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Thank you!
Questions?




Tomorrow: Quantum Computers
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FIDO2 and PQC (Dilithium) Signatures
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