


OUR SERVICES

PERSONAL DATA MAP
Manage personal aata usage across company’
units, services and systems including privacy

protocols.

CONSENT MANAGEMENT

Create, collect and manage user consents with a
customized service or integrated into existing
services.

USER PRIVACY PROFILE

Provide users with an unaerstandable overview of
their personal data that can be updated and
shared.

ACCESS REQUEST MANAGEMENT
Retrieve and respond to user access requests
with secure authentication, aata management
and respons

DISTRIBUTED IDENTITIES

Connect and synchronize multiple iaentities and
create an interconnected profile of customers

with self-sovereign identity.

VERIFIABLE CREDENTIAL

Increase quality of existing customer aata and
reauce information security risks and need ror
integrations with aata minimization.

PERSONAL DATA API

Exploit our personal data APl based on Web3
privacy vocabuiary to unify, share and ypdate
personal aata in an understanaable format.

INTEGRATED PRIVACY

integrate privacy features into your company’'s
existing solutions and services






MAIN CHALLENGES

QUALITY

COMPLEXITY

ACCESSIBILITY

USAGE

PRIVACY
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DATA DEPENDENCIES

TIMECONSUMING

LEGACY

LIMITATIONS

LEGAL REQUIREMENTS
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MINE RETTIGHETER

RETT TIL A BLI INFORMERT

Rett til & vite hvem som behandler
mine opplysninger

RETT TIL A BEGRENSE
BEHANDLINGEN

Rett til a kreve behandlingen av
gitte kategorier av
personopplysninger

e

RETT TIL AKSESS

Rett til tilgang til enhver
opplysning som har blitt samlet om
meg

RETT TIL DATAPORTABILITET

Rett til d kreve datai et
maskinlesbart format for a8 kunne
gjennbrukes

RETT TIL ENDRING

Rett til & kreve organisasjoner til &
rette uriktige opplysninger.
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RETT TILA AVSLA

Rett til & samtykke eller trekke
tilbake samtykke - like enkelt som
detble gitt.

RETT TIL A BLI GLEMT

Rett til at mine opplysninger blir
slettet og forhindre videre
innsamling.
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RETTIGHETER KNYTTET TIL
AUTOMATISERING OG
PROFILERING

Rett til 8 avsta fra at deres
opplysninger anvendes i
automatiserte prosesser, ex
kunstig intelligens



THE PRIVACY TRANSPARENCY PLATFORM (PET)
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SHARE
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DELETE
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DATA PROTECTION PRINCIPLES

LAWFULNESS, FAIRNESS &
TRANSPARENCY
7o what purpose is the data collected?

INFORMATION SECURITY
Do we have the necessary security
measures at place?

STORAGE LIMITATIONS
Are we still storing aata that should
have been deleted?
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PURPOSE LIMITATIONS
To what purpose is the aata
collected?

DATA MINIMISATIONS
Can we reaquce the need to
aistribute gata?

ACCURACY
[0 what extent /s the aata correct?
How about our Al datamoagel/?
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W3C PRIVACY VOCABULARY
Data Subject
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Processor

Data } { Recipient }

Data
Controller

has data controller

Purpose

has purpose

has data subject

A
has data

processor . oninion

has rule /[ Context }

has context

[ PTDCESSMQ has processing

Personal Data
Handling

has personal dat

[ Personal Data has ,ega| basis

{ Legal Basis

has right

is implemented
using technology

[ Right

has technical

has status Status }
has location
has jurisdiction
Location

has applicable law

\{ |

has risk

has consequence
measure has organisational
measure
{ Technlcal } { Risk

Measure

{ Technology }

P:onsequence

Organisational
Measure




DIFFERENT PERSONAL DATA MODELS

N
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MyData Dictionary https://dictionary.mydata.org/

Person Ontology (previously called MyOntology) https://opensource.ieee.org/myontology-
group/myontology-project (create free account to access) (part of emerging hierarchy of standard
ontologies at https://sagroups.ieee.org/oswg )

Schema.org/person https://schema.org/Person/

HL7 FHIR person profile https://build.fhir.org/person.nhtmi

DBPedia Persona https://dbpedia.org/ontology/Person
The FOAF (Friend-Of-A-Friend) Vocabulary http://xmins.com/foaf/0.1/#sec-foafproject

SEMIC Core Person Vocabulary https://joinup.ec.europa.eu/collection/semantic-interoperability-
community-semic/solution/core-person- vocabularv (There are also other ones for Businesses and
Public Organisations)

Cotton Data Model https://cotton-data-model.vercel.app/
W3C Data Privacy Vocabulary https://w3c.github.io/cg-reports/dpvcg/CG-FINAL-dpv-20221205/

ChatGPT https://chat.openai.com: Type in, "What are the most common data fields in forms, including
definitions.”
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https://joinup.ec.europa.eu/collection/semantic-interoperability-community-semic/solution/core-person-vocabulary
https://cotton-data-model.vercel.app/
https://w3c.github.io/cg-reports/dpvcg/CG-FINAL-dpv-20221205/
https://chat.openai.com/

OUR APPROACH

PERSONALDATA &
CONCEPTUAL MODELS

SYSTEM APIs

INDUSTRI STANDARDS
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STANDARDIZED PERSONAL
DATA API
Multiple aatasources
Al/ML to detect
Convertion moade/

[ransiation
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INCREASED DATA
QUALITY & USAGE

PRIVACY BY DEFAULT

INDIVIDUAL
SELF-SOVEREIGNTY



VERIFIED CREDENTIALS + SPDM

Status quo process (without verified attributes)

Find details - State pension Obtain Find details - State pension Obtain Present
about the - Other pensions <»> documentary aboutthe - Other pensions <—> documentary <—> details and
following: - Earnings from proof of each following: - Earnings from proof of each documentary
employment detail employment detail proof for
O - Other earnings ] - Other earnings inspection
- Benefits - Benefits and checking.
D Prove eligibility f - Carers allowance - Carers allowance
Start <_,> Guarantee - Savings Do you have <1> - Savings @
Element of the e - National Insurance No. it e - National Insurance No.
Pension Credit - Bank account details fg d - Bank account details
- Housings costs ' Yes - Housings costs ‘
—
wem || Checkall <—> Resolve @ Decision
W s details queries

-—— Elapsed time 6-8 weeks or more. Organisation cost £150 - £200. Citizen cost not counted ——

Person-centric process (with verified attributes and PDS)

O Prove eligibility for  Present verified p—
Guarantee attribute: "This - i
D Elem_ent ofth_e <—o> person is on ‘ oy = <"> Decision
Start | PensonCreds MRS X Elapsed time minutes or hours.
) Organisation cost £0.50p. Citizen cost £0.50p




USECASES

Verifiable Credentials
FProblem Domains

/_,_a—f‘ T /,,--""__ ____-""-H /,.-f’r o T
Education Retail Finance { Healthcare { P 2 L] [ Legal Identity Devices
\ . Credentials \
E_1 Digital R.1 Address F 1 Reuse Know L1 Prescribin 1 Find & Doctor L1 Digital Driver's mD'a;?r'“ES
™ Transcript —®  Verification —| Your CUstomer —»| K 9 — | O — License — g
Manufacturing
. R.2 Adult F.2 Money H.2 Online L.2 Seamless D.2 Devices
g = L > Beverages > Transfar > Pharmacy g o ey > Integration > During Delivery
. ) g 0.3 Device setup
E. 3 Transferring R.3 Fraud F.3 Closing H.3 Insurance o L.3 Speedy Air -
™ Schools —®  Detection ™| Account > Claim RO [ Traved | for operating
autonomously
E.4 Online F.4 Trying out a H.4 Traveling C.4 New .
> Classes > new service > lliness > Employer P L.4 Refugee Crisis
F.5 New Bank : :
H.5 Froving Legal C.5 Social
— ““:‘;r::“m —® Disability Status | [ ™|  Authority

L C.6 Job Applicant
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