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Sovereignty
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Supreme authority in a state

subject to the recognized limitations imposed by

international law.
The Oxford Reference
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Digital
Sovereignty

Control

THALES

“Digital sovereignty refers to the ability
to eontrol your own digital destiny
— the data, hardware, and software
that you rely on and create.”

World Economic Forum
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Digital Cloud = somebody else’s computer

Sovereignfy * User needs control = Digital Sovereignty
&
Cloud Adoption Impacts of Cloud Adoption

* Loss of direct control (outsourcing)
e Multinational law enforcement
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Users’ Responsibilities in the Cloud:
e Security IN the Cloud
* Data Protection and Access Controls

Loss of direct operatons
control e

w' Data
e

. Application
oud provider

Runtime

OS, K8's, Services

Virtualisation

Infrastructure (DC,
Networking, Storage,
Compute)
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Apple Threatens to Pull FaceTime and iMessage in
the UK Over Proposed Surveillance Law Changes

Multinational law
e the Online Safety Bill requires companies to install technology to
enforcemenf scan for child sex exploitation and abuse (CSEA) material and

terrorism content in encrypted messaging apps and other services.
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o0 Regulation EU GDPR

TR i &/
Technical Measure Organisational Measure

Organisations “shall implement appropriate technical
and organisational measures including
encryption of personal data;”

GDPR, Article 32

Personal data is protected by the “use of addifional
information [Keys], kept separately and subject to

technical and organisational measures”
GDPR, Article 4

r'H &keE. 5 7
WEe can all trust . .
EU GDPR General Data Protection Regulation
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B GDPR & exiraterritorial transfers (“Schrems2”)

TR i &/
Technical Measure Organisational Measure

“the personal data is processed using strong
encryption”

“the keys are reliably managed (generated,
administered, stored, if relevant, linked to the identity
of an infended recipient, and revoked)”

,,,,, —— “the keys are retained solely under the control of the

b data exporter”

EDPB post-Schrems2 recommendations

Building a future we can all trust
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o0 Regulation EU GDPR

New Trans-Atlantic Data Privacy Framework
largely a copy of "Privacy Shield". noyb will
challenge the decision.

The fundamental problem with FISA 702 was not
addressed by the US, as the US still takes the
view that only US persons are worthy of
constitutional rights.

T™H ES
4}‘J\;k?a'n all trust . .
EU GDPR General Data Protection Regulation
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o NIS2 (Network and Information Security)

IS =

Technical Measure Organisational Measure

“essential and important entities shall take appropriate
and proportionate technical and organisational
The NIS2 Directive measures, include at least:

A high common level of cybersecurity in the EU

« policies on risk analysis and informatfion system

The Network and Information Security (NIS) Directive is the first piece of EU-wide legislation on
cybersecurity, and its specific aim was to achiev

.
Member States. While it increased the Member States' cybersecurity capabilities, its implementation °
proved difficult, resulting in fragmentation at different levels across the internal market S e ( l l rI
To respond to the growing threats posed with digitalisation and the surge in cyber-attacks, the ’

Commission has submitted a proposal to replace the NIS Directive and thereby strengthen the
security requirements, address the security of supply chains, streamline reporting obligations, and

(] (]
introduce more stringent supervisory measures and stricter enforcement requirements, including °
harmonised sanctions across the EU. The proposed expansion of the scope covered by the NIS2, by [ ) U I U I
effectively obliging more entities and sectors to take measures, would assist in increasing the level V4

of cybersecurity in Europe in the longer term.
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EU Legislation in Progress

a high common level of cybersecurity across the

Within the European Parliament, the file has been assigned to the Committee on Industry, Research

o
and Energy. The committee adopted its report on 28 October 2021, as well as a mandate to enter ° 1
into interinstitutional negotiations

NIS2, Article 21

NIS 2 Scope evolution

NIS Scope

g =, Banking and financia
Healthcare Transport exomy)
L =l market infrastructure

ait oxme Sor
* Dighal Vater supply Energy -w Digital se

infrastructure — o providers
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Digital sovereignty and Al —can you prove it?

Source: www.9news.com.qu
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The Al Act

EUROPEAN COMMISSION

The Al Act is a proposed European law on artificial intelligence (Al)
the first law on Al by a major regulator anywhere.

» Ensure that Al systems placed on the Union market and used are safe and respect existing law on
fundamental rights and Union values

»  Early 2025: Finalise standards, to be in place before Al Act is applied.

/ \ / - \
peinbamenbers = Stakeholders
C il Society Reps nd s\ry AssoC.
P Nation: a\ Standards IsDnEC Memi
—— Bod ies

-— Vole: arryin gmemb _____ -
N — (?—— Comments and ~
— amendments

Joint Technical Committee
Standardization Request 5 Experts slected for First Working Draft

Aruf\(\al\nte\hgzﬂ(a
Qutlines legal requirements !
E CENELEC standards must meet and =
e Working Gro
K / proctical details like deadlines \ = CEELEC /
Drafting of Standards

Creation of Standardization Request

Based on Al Act

Harmonized Standards
Consultants
Hired from Ernst & Young.

‘ Vote weighted loosely .

according to population

Can choose to update
draft based on enquiry

Ensure standards meet legal
requirements from Stnd. Req.
Can be consuited throughout, but
draft must adhere at this stoge to
become harmonized standards

Publication in the
Official Journal of the
European Union

1
National Standards
Bodies

Vote

The Development Process for Harmonized Standards
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User-conirolled encryption and cloud key management
= sovereignty-enhancing technology

Data Technical Encrypt Data Resilience Organisational
(GIE))) measure WERELELGYS (Supply chain) measure

Technical Measures Organisational Measure

Create

Destroy

Entropy
Crypto operations
Key secure storage

Private DC/Clouds

User KMS (.

Multi Hybrid Clouds

Automation
Reporting

T H MR E Sole-Based Access Control
Bmldlngakanga:ni{tgty MOnOgemenT SySTem
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CipherTrust Connectors CipherTrust Cloud Key Manager

Discovery Ransomware Protection, Database

and Classification Encryption and Access Control Protection salesforce

ORACLE
CLOUD
é Google Cloud Platform
Application . . Secrets Management WClOUd amazon
Data Protection Tokenization Platform web services

6 THALES po—— 6

H O N e =

Enterprise Key Management

CipherTrust Manager For nafive encryption
Enterprise Key Management

]
and Policies E

H. h s d S —_— f\)/\rOSCC\l)eL Full Disk Encryption
[e) pee ~= . 3 - Alwoyz Enerypled vSAN/vCenter Tape ArchivesC
THALES gl Hadoo NTAP, Pure, EMC,
Network Encryptors o IBM DB2 St 1BM, Hitachi, Dell
etc.

Luna HSM
Rooft of Trust T H A L E S

Building a future we can all trust
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