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HTTP Request
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http://api.service.no




CIA
HTTP API request authorisation

• Confidentiality 

• Integrity


• Availability
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Problem
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How to authorise this?


http://api.service.no


Protocols

Client / RP Provider


API
 Resources
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Authorization: Bearer $JWT
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OAuth2.0

Client / RP
Provider


User Agent

Example protocol: Code flow

Redirect
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OAuth2.0
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OpenID Connect

Client / RP
Provider


User Agent

Adds an identity layer

Code

ID Token



Solution?

Client / RP Provider


API
 Resources


GET /resource?query=…

Host: api.service.no

Authorization: Bearer ID token

Authentication
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Complications

Client / RP
Provider A

Provider B

Provider C


API Resources


GET /resource?query=…

Host: api.service.no

Authorization: Bearer ID token

Authentication

ID token

Multiple signatures

Public key crypto


Increased request latency

Policy

Enforcement


API

API


Many APIs

Growing complexity

http://api.service.no


Solution

Client / RP
Provider A

Provider B

Provider C


API
 Resources


GET /resource?query=…

Host: api.service.no

Authorization: Bearer token

Authentication

ID token

Single signatures

Private key crypto


Low request latency

Policy

Enforcement


Token

Exchange


ID token

Access

token

http://api.service.no


https://aarc-project.eu/ 
Authentication and Authorisation for Research Collaborations

https://aarc-project.eu/


Token exchange

• Exchange ID tokens for JWT access tokens


• Allows using symmetric crypto for token signatures, HMAC-SHA256 


• Fast verification, low latency authorisation


• API access loosely coupled to 3rd-party OIDC/OAuth providers


• Take control over authorisation semantics



HTTP Request

GET /resource?query=…

Host: api.service.no

Authorization: Bearer JWT (exchanged for ID token)

How to perform authorisation?

http://api.service.no


OIDC Token response



ID token
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Token exchange
Enrich claims, own the semantics



HTTP Request

GET /resource?query=…

Host: api.service.no

Authorization: Bearer $JWT

The ingredients for policy enforcement

Operation, Resource

API

Claims - enriched by own IAM system

(about the user, client, and authentication event)

http://api.service.no


An example authorisation policy
Pseudocode

Allow 


  GET /resources?query=resource-id=([a-zA-Z])


on Host api.service.com


if (claims.aud in (registered client-ids) and client-id not expired)


and int(claims.acr[-1]) >= 3


and (claims.groups intersects (p[0-9]+-admin-group, p[0-9]+-lol-group) 


or admin in claims.roles)


and $CURRENT_TIMESTAMP between 2022-01-01 and 2024-01-01


http://api.service.com


Policy enforcement
Conceptually

Describe all possible API calls Write rules to allow API callsEvaluate

Given an API call



Policy engines
Technology choices

• https://www.openpolicyagent.org/ 


• https://www.cedarpolicy.com/en 


• https://zanzibar.academy/ 


• https://authzed.com/ 


• https://www.ory.sh/docs/keto 

https://www.openpolicyagent.org/
https://www.cedarpolicy.com/en
https://zanzibar.academy/
https://authzed.com/
https://www.ory.sh/docs/keto


Limit access per application
Scopes

Describe all possible API calls Write rules to allow API callsEvaluate

Given an API call



Limit access per application, per user
Scopes

Describe all possible API calls Write rules to allow API callsEvaluate

Given an API call



An example authorisation policy
Leverage: claims, and scopes

Allow 


  GET /resources?query=resource-id=([a-zA-Z])


on Host api.service.com


if (claims.aud in (registered client-ids) and client-id not expired)


and claims.scopes intersects (metadata, audit)


and int(claims.acr[-1]) >= 3


and (claims.groups intersects (p[0-9]+-admin-group, p[0-9]+-lol-group) 


or admin in claims.roles)


and $CURRENT_TIMESTAMP between 2022-01-01 and 2024-01-01


Client

User

http://api.service.com


Experience at UiO/TSD

• TSD: Secure on-premises cloud for research with sensitive data


• 8PiB data, 2000 research projects, 8000 users, 3000 VMs


• Own IAM: OIDC provider, 2FA, API authorisation 


• VmWare remote login


• App development platforms


• HTTP APIs for everything



The world according to the TSD API

API

GW

GW

GW

EU/EEA GDPR non-EU/EEA GDPR equivalent No GDPR, allies No GDPR, not allies

TSD

University sector

OUS

Project A Project B



Three API Gateways
Different trust levels

Allow 


  GET /resources?query=resource-id=([a-zA-Z])


on Host api.tsd.usit.no | internal.api.tsd.usit.no | alt.api.tsd.usit.no 


if (claims.aud in (registered client-ids) and client-id not expired)


and int(claims.acr[-1]) >= 3


and (claims.groups intersects (p[0-9]+-admin-group, p[0-9]+-lol-group) 


or admin in claims.roles)


and $CURRENT_TIMESTAMP between 2022-01-01 and 2024-01-01


http://api.tsd.usit.no
http://internal.api.tsd.usit.no
http://alt.api.tsd.usit.no


TSD-IAM
HTTP authorisation

• Supports four OIDC providers, three 3rd party


• 242 static authorisation policies


• 19 357 programmatic rules - created by applications


• 1ms request latency
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TSD-IAM
Implementation

• Open source DB: https://github.com/unioslo/pg-iam 

https://github.com/unioslo/pg-iam


Recommendations

• Start with high level policies


• Find the relevant geopolitical and institutional boundaries


• Map the relevant OAuth/OpenID Providers


• Use token exchange: enrich claims, add scopes


• Centralise authorisation (most of it)


• Minimise static policies


• Enable programmatic policies



Thanks
Questions?

• leoncd@uio.no 

mailto:leoncd@uio.no

