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HT TP Request

rfc2616#5, rfc9113#4, rfc9114#5

GET /resource?query=...
Host: apl.service.no
Authorization: Bearer $JWT


http://api.service.no




CIA

HTTP API request authorisation

o Confidentiality
* Integrity

o Availability



HT TP Request

rfc2616#5, rfc9113#4, rfc9114#5

GET /resource?query= o Operation, Resource

Host: apl.service.no
Authorization: Bearer $JWT
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HT TP Request

rfc2616#5, rfc9113#4, rfc9114#5

Host: apl.service.no AP

GET /resource?query=... Operation, Resource

Authorization: Bearer $JWT


http://api.service.no

HT TP Request

rfc2616#5, rfc9113#4, rfc9114#5

GET /resource?query=... Operation, Resource
Host: apl.service.no AP
Authorization: Bearer $JWT | Claims

(about the user, client, and authentication event)
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HT TP Request

rfc2616#5, rfc9113#4, rfc9114#5

GET /resource?query=... Operation, Resource
Host: apl.service.no AP
Authorization: Bearer $JWT | |Claims

(about the user, client, and authentication event)

User Agent / Client


http://api.service.no

Players

API
Service

|

GET /resource?query=...
Host: api.service.no
Authorization: Bearer $JWT

|

Client
Relying Party
User Agent

Resources
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Problem

API

. . Resources
Service

|

GET /resource?query=...

Host: api.service.no < HOW tO aUthorise th|S?

Authorization: Bearer $JWT

|

Client
Relying Party
User Agent
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Protocols

- o

GET /resource?query=...
Host: api.service.no
Authorization: Bearer $JWT

Client/ RP Provider

w Connect
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OAuth2.0

Example protocol: Code flow

Client / RP
Redirect Provider
User Agent /

1



OAuth2.0

Example protocol: Code flow

Client / RP Authenticate
Authorise .
Consent Provider
User Agent _



OAuth2.0

Example protocol: Code flow

Token
Client/RP |~ ———u___

Code Provider
User Agent /

1



OpeniD Connect

Adds an identity layer

ID Token
Client/RP | e

Code Provider
User Agent /

w Connect



Solution?

Policy

Resources
Enforcement

|

GET /resource?query=...
Host: api.service.no
Authorization: Bearer ID token

|

Authentication

Client/ RP Provider

ID token

~Connect
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Complications

Policy Many APIs
. . Resources
Enforcement Growing complexity
GET/res.ource_?query=... MUItIple Signatures
Authorioation: Bearer 1D token Public key crypto
T Increased request latency
Authentication

> Provider A
Client / RP Provider B

ID token Provider C

1


http://api.service.no

Solution

API Resources

|

POIiCy < . GET/res.ource_?query=... S|ng|e SignatureS
Enforcement e - token Private key crypto
T Low request latency
ID token Authentication
Token ~ | Provider A
Exchange |Access Client / RP Provider B
token ID token Provider C

>

OpenlD

Connect



http://api.service.no

roject.eu/

Authentication and Authorisation for Research Collaborations

https://aarc-
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Token exchange

 Exchange ID tokens for JWT access tokens
* Allows using symmetric crypto for token signatures, HMAC-SHA256
* Fast verification, low latency authorisation

* APl access loosely coupled to 3rd-party OIDC/OAuth providers

e Take control over authorisation semantics



HT TP Request

How to perform authorisation?

GET /resource?query=...
Host: apl.service.no

Authorization: Bearer JWT (exchanged for ID token)


http://api.service.no

OIDC Token response

{

access_token": "eyJhbGc101JIUzI1IN1J9.eyJhdWQi01iI5NDR1MmQyNS@O30DcxLTR]
NJAtOTFjZ1i1kNDRKkMzhLOTE4YmQ1LCJ leHA10jJE2MTMwWMZzIS5NZzcsImlkIjo1icDEXLWx b2
572CJ9.9V4z7GHI27x3avyGtcrxCTpRthHtZgZKhTfDKFc-4u4Y",

token_type": "Bearer",

refresh_token": "eyJhbGci101JIUzI1IN1J9.eyJhdWQ101I5NDR1iMmQyNS@30DcxLTR
JNJAtOTF]Z1i1kNDRkMzhLOTE4YmQ1iLCJ leHA10j E2MTMWMZzI5NZzcsImlkIjo1cDEXLWX Lb
2572CJ9.9V4z7GHI27x3avyGtcrxCTpRthHtZgZKhfDKFc—-4u4Y",

expires_in": 30,

id_token": "eyJhbGc101JSUzZIINiIsImtpZCI6IkZoSFBTNMO9ONTNmMdnZIM3QtS1V3V
m5hMmVzczNYcUx2dkNuQWl1cWp4dm81fQ.eyJhY3I1101JsZXZ1bDM1LCIhbXI101JUUBQt
QXVOaCIsImF1ZCI6IJKONGIYyZDI1LTc4ANZEtNGM2MCOSMWNMLWQONGQzOGUSMTh1ZCIsIm
F1dGhfdGLtZSIGMTYXxM] kINDA30OSwiZXhwIjoxNjEzMDMyOTc3LCIpYXQ10jE2MTMwMzEX
NzcsImlzcyI6Imh@dHAGLY9sb2NhbGhvc3Q6Mjk50592MSOhbGwvdHNKLWIpZGMt cHIvdm
LkZXI1LCJub257Z2SI6Im9hQLAZRGI2dFFp TFNWMVRYREBWUG5KOTANCc2VhOEZVb1Y4U LpM
TGwteDgiLCJlwcm9qgljoicDExIiwic3ViIjo1IiwidXNlciI6InAXxMS1sZWOuY2Q1ifQ.Zvs
UpnABXswcHcrFWLIFfuUF6Pa7-R11g9sg2ScjhesU9DU6XxvUTQdqFy097DYWpAtkDBLOCK9
spVcOueObsFJS5vtvv ltwk3ZND0-91V0eDbpg0e8rpPgjf_L7ykbSLjXVyLg2NxvBPu@a$S
LsPW884yyqo37rzg022WNLbqgojZUnpZKyP-7_04BFu/7zuMd6FONHjEqZFtz0zJFb@gt_ U9
q_AbQ5WBb3yGmIwNg7/NFSkmPBK80UOomcym90TcFTXvthUzuRr4gooppAC2g48LV_Xrl1ldR
vpqJTpA_jjX4BzVAlqFsharmMDexjyx_8o0JdfFCm8X4Lgnocyk@@K3jnD3w




ID token

sub": "226d4cb4-5e95-40a2-855d-583e5a8930a5",
emalil”: "lol@cat.meaow',

name'': "Lol Cat",

aud" : '"944b2d25-7871-4c60-91cf-d44d38e918bd"’,
auth time": 1612954079,

acr'': "level3",

amr'': ["password", "totp"l],

1ss"': "https://o1idc.tsd.usit.no/tsd-o1dc—-provider”,
1at": 1613031177,

exp'”: 1613032977,

nonce”: "0aBP3Db6tQiLSV1TrDOOPNJ9/Msea8FUoVBRZLL L-x8




ID token

sub": "226d4cb4-5e95-40a2-855d-583e5a8930a5",
User email”: "lol@cat.meaow",

name'': "Lol Cat',

aud" : '"944b2d25-7871-4c60-91cf-d44d38e918bd"’,

auth time": 1612954079,

acr': "level3",

amr'': ["password", "totp"l],

1ss'': "https://o1idc.tsd.usit.no/tsd—-o1dc—-provider",
1at": 1613031177,

exp”: 1613032977,

nonce”: "0aBP3Db6tQiLSV1TrDOOPNJ9/Msea8FUoVBRZLL L-x8




ID token

sub": "226d4cb4-5e95-40a2-855d-583e5a8930a5",

User email"”: "lol@cat.meaow",
name”: "Lol Cat",
Client aud' : "944pb2d25-7871-4c60-91ct-d44d38e918bd",

auth_time : 101Z29549/9,

acr'': "level3"”,

amr'': ["password", "totp"l],

1ss": "https://o1idc.tsd.usit.no/tsd—-o1dc—-provider",
1at": 1613031177,

exp'”: 1613032977,

nonce”: "0aBP3Db6tQiLSV1TrDOOPNnJ9/Msea8FUoV8RZLL 1—-x8




ID token

sub": "226d4cb4-5e95-40a2-855d-583e5a8930a5",

User email": "lol@cat.meaow",
name'”: "Lol Cat",
Client aud' : "944p2d25-7871-4c60-91ct-d44d38e918bd"’,
adUth Time : 1012Y540/9,
Authentication acr'': level3

4

Event amr'': ["password", "totp"],
1ss"': "https://o1idc.tsd.usit.no/tsd-o1dc—-provider",
lat": 1613031177,
exp": 1613032977,
nonce”: "0aBP3Db6tQiLSV1TrDOOPNnJ9/Msea8FUoV8RZLL 1—-x8




ID token

sub": "226d4cb4-5e95-40a2-855d-583e5a8930a5",

User email": "lol@cat.meaow",
name'”: "Lol Cat",
Client aud' : "944p2d25-7871-4c60-91cft-d44d38e918bd",
adUth Time : 1012Y540/9,
Authentication acr'': level3 .
Event amr': ["password", "totp"],
Provider 1ss"': "https://o1idc.tsd.usit.no/tsd-oi1dc—-provider”,

1at”: 1613031177,
exp': 1613032977,
nonce'': "0aBP3Db6tQiLSV1TrDOOPNnJ97/Msea8FUoV8RZLL 1—x8




ID token

sub": "226d4cb4-5e95-40a2-855d-583e5a8930a5",

User emalil”: "lol@cat.meaow',
name'”: "Lol Cat",
Client aud" : "944pb2d25-7871-4c60-91cf-d44d38e918bd",
adUth Time : 1012Y540/9,
Authentication acr': "level3",
Event amr": ["password", "totp"l],
. 1ss"': "https://o1idc.tsd.usit.no/tsd-o1dc—-provider",
Crovider iat": 1613031177,
Token exp : 1613032977,

nonce'': "0aBP3Db6tQiLSV1TrDOOPNnJ97/Msea8FUoV8RZLL 1—x8




Token exchange

Enrich claims, own the semantics

sub": '"226d4cb4-5e95-40a2-855d-583e5a8930a5",
emalil”: "lol@cat.meaow",

name': "Lol Cat",

aud": "944b2d25-7871-4c60-91cf-d44d38e918bd",
auth _time": 1612954079,

sub": "226d4cb4-5e95-40a2-855d-583e5a8930a5", acr”: "level3”,

email”: "lol@cat.meaow", amr": ["password", "totp"l],

name": "Lol Cat", 1ss": "https://api.tsd.usit.no",

aud": "944b2d25-7871-4c60-91cf-d44d38e918bd", iat": 1613031177,

auth_time": 1612954079, exp": 1613032977,

acr®: "level3", nonce": "0aBP3Db6tQilLSV1TrD0@PnJ97Msea8FUoV8RZLL1-x8",

amr'": ["password", "totp"l], : _

iss": "https://oidc.tsd.usit.no/tsd-oidc-provider", projects: {

iat": 1613031177, p11": { e

exp": 1613032977, name”: "ai-mind",

nonce": "0aBP3Db6tQilLSV1TrD0OPnJ97Msea8FUoV8RZLL1-x8 start_date”: "2021-01-01",
end date": "2030-01-01",

institution”: "U10-0US

groups": ["pll-admin-group", "pll-ai-group", "pll-data—-group"],
roles": ["admin", "member"]




HT TP Request

The ingredients for policy enforcement

GET /resource?query=... Operation, Resource
Host: apl.service.no AP

Authorization: Bearer $JWT Claims - enriched by own IAM system

(about the user, client, and authentication event)



http://api.service.no

An example authorisation policy

Pseudocode

Allow
GET /resources?query=resource-id=([a-zA-Z])
on Host api.service.com
iIf (claims.aud in (registered client-ids) and client-id not expired)
and int(claims.acr[-1]) >= 3
and (claims.groups intersects (p[0-9]+-admin-group, p[0-9]+-lol-group)
or admin in claims.roles)

and $SCURRENT_TIMESTAMP between 2022-01-01 and 2024-01-01


http://api.service.com

Policy enforcement
Conceptually

N N

Given an API call
>

Describe all possible API calls Evaluate Write rules to allow API calls



Policy engines

Technology choices

» https:.//www.openpolicyagent.org/

» https://www.cedarpolicy.com/en

e https://zanzibar.academy/

e https://authzed.com/

o https://www.ory.sh/docs/keto



https://www.openpolicyagent.org/
https://www.cedarpolicy.com/en
https://zanzibar.academy/
https://authzed.com/
https://www.ory.sh/docs/keto

Limit access per application

Scopes

A N

Given an API call
>

Describe all possible API calls Evaluate Write rules to allow API calls




Limit access per application, per user

Scopes

A N

Given an API call
>

Describe all possible API calls Evaluate Write rules to allow API calls




An example authorisation policy

Leverage: claims, and scopes

Allow
GET /resources?query=resource-id=([a-zA-Z])
on Host api.service.com

if (claims.aud in (registered client-ids) and client-id not expired)

Client
and claims.scopes intersects (metadata, audit)
and int(claims.acr[-1]) >= 3
and (claims.groups intersects (p[0-9]+-admin-group, p[0-9]+-lol-group) User

or admin in claims.roles)

and SCURRENT_TIMESTAMP between 2022-01-01 and 2024-01-01


http://api.service.com

Experience at UiO/TSD

e TSD: Secure on-premises cloud for research with sensitive data
 38PIB data, 2000 research projects, 8000 users, 3000 VMs

« Own |AM: OIDC provider, 2FA, AP| authorisation

 VmWare remote login

 App development platforms

« HTTP APIs for everything



The world according to the TSD API

EU/EEA GDPR non-EU/EEA GDPR equivalent No GDPR, allies No GDPR, not allies

University sector

Project A Project B



Three API Gateways

Different trust levels

Allow
GET /resources?query=resource-id=([a-zA-Z])

on Host api.tsd.usit.no | internal.api.tsd.usit.no | alt.api.tsd.usit.no

iIf (claims.aud in (registered client-ids) and client-id not expired)

and int(claims.acr[-1]) >= 3

and (claims.groups intersects (p[0-9]+-admin-group, p[0-9]+-lol-group)
or admin in claims.roles)

and $CUF

RENT_TIMESTAMP between 2022-01-01 and 2024-01-01

¥ b


http://api.tsd.usit.no
http://internal.api.tsd.usit.no
http://alt.api.tsd.usit.no

TSD-IAM

HTTP authorisation

o Supports four OIDC providers, three 3rd party
o 242 static authorisation policies
e 19 357 programmatic rules - created by applications

 Tms request latency



TSD-IAM

Implementation
In-memory
Store
Request
v v
Sub
Request <
Gateway g B Channel IAM DB
Proxy Yes/No Notifications PostgreSQL

<

A

Static

APls Policies
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Implementation
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Request
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Sub
Request <
Gateway g B Channel IAM DB
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<

A

Static
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TSD-IAM

Implementation

* Open source DB: https://github.com/unioslo/pg-iam



https://github.com/unioslo/pg-iam

Recommendations

o Start with high level policies

* Find the relevant geopolitical and institutional boundaries
 Map the relevant OAuth/OpenlD Providers

* Use token exchange: enrich claims, add scopes

e Centralise authorisation (most of it)

 Minimise static policies

* Enable programmatic policies



Thanks

Questions?

e leoncd@uio.no



mailto:leoncd@uio.no

